
1 | P a g e  
 

 

BS PUBLIC ADMINISTRATION AND GOVERNANCE  

BS 04 (MORNING) 

SOCIAL ACTION PROJECT 
SDGs Scouts  

For 

CYBER SHIELD 
“Localized Digital Defense for Inclusive Governance” 

DURATION: 

SEPTEMBER 25 - JANUARY 26  

Project LOCATION: 

RAWALPINDI & ISLAMABAD 
Submission Date: 19-01-2026

   



2 | P a g e  
 

Governance and Public Policy 
dePartment at numl 

 

Since 2006, the Department of Governance and Public Policy at NUML has stood as a pioneer in 

Pakistan, dedicated to cultivating visionary leaders who drive transformative change. Our 

mission is to bridge the gap between academic research and national impact, fostering a 

peaceful, democratic society through collective wisdom and just governance. At the heart of our 

department is the BS Public Administration and Governance program, where students master a 

high-level toolkit including Data Analytics for evidence-based decision-making and Social 

Entrepreneurship through hands-on Social Action Projects. By prioritizing the development of 

critical thinking, we enhance our students' ability to analyze complex global issues and refine 

their work for the betterment of the world. 

These graduates become invaluable assets to government offices, NGOs, and private 

organizations by bringing professional efficiency and ethical leadership to every role. In the 

public sector, they serve as policy analysts and administrative officers who streamline 

bureaucracy and ensure public services reach citizens effectively. In the corporate world, they 

act as strategic consultants and regulatory experts, using their skills in strategic problem-solving 

and governance to help organizations navigate legal landscapes and manage social 

responsibility. By merging technical proficiency in data with a deep understanding of human-

centric policy, our graduates empower organizations to operate with greater transparency, 

smarter resource allocation, and a lasting positive impact on society. 
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head of dePartment 
dr. shahid habib 

Assistant Professor/HOD 

 

Under the scholarly leadership of Dr. Shahid Habib, a distinguished PhD in Governance & Public 

Policy and a former Research Associate at the University of Oregon, USA, the department has 

evolved into a powerhouse of intellectual inquiry and social reform. An expert in Participatory 

Governance and Civil Society, Dr. Habib brings a wealth of international experience and a prolific 

research portfolio—spanning global publications and policy reports on local governance, 

democracy, and sustainable development. His vision is to bridge the "disconnect" between policy 

and practice, ensuring that every student evolves into a strategic analyst capable of driving good 

governance through data-driven insights and inclusive leadership. By fostering a culture of 

academic rigor and social action, Dr. Habib is committed to nurturing a generation of leaders who 

will not only navigate the complexities of the modern state but actively shape a just and 

democratic future for Pakistan. 

 

 

strateGic mentorshiP 

social action Project suPervisor 
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dr. athar rashid 
Assistant Professor/Supervisor Social Action Projects 

 

Under the expert guidance of Dr. Athar Rashid, our Social Action Projects and SDGs focal person, 

students translate academic theory into tangible societal benefits. A PhD from Izmir University 

of Economics, Turkey, with specialized expertise in Energy Policy and Governance, Dr. Rashid 

brings an international perspective to the intersection of sustainability and public 

administration. As the Program Coordinator and a prolific researcher with high-impact 

publications in Renewable Energy and Critical Discourse Analysis, he mentors students in 

navigating the complex "systems" of policy, innovation, and law. Dr. Rashid’s unique vision 

integrates language, energy citizenship, and climate change into the governance narrative, 

empowering students to lead Social Action Projects that are not only scientifically rigorous but 

socially inclusive. By fostering energy system innovation and a deep commitment to the 

Sustainable Development Goals (SDGs), he ensures our graduates possess the analytical depth 

and practical experience to solve real-world challenges at local, national, and international levels. 
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cybershield team 

1. Rabeel Aslam (Project Manager): ML24-335 
As the Project Manager and a strategic visionary, Rabeel Aslam 

leads the CyberShield initiative with a focus on digital leadership and 

youth empowerment. His dedication to the department is reflected in 

his roles as an Executive Member of GEN (2024) and a lead for 

Admission Advocacy (2025). By balancing planning and 

coordination, he ensures all project goals are met with precision and 

care. Through these diverse roles, Rabeel serves as a meaningful 

bridge between academic governance and real-world digital defense.  

2. Shah Zaman (Finance Manager): ML24-346 
As the Finance Manager for CyberShield, Shah Zaman ensures 

operational transparency by planning and monitoring all project 

activities with fiscal care. He maintains the project’s financial integrity 

by managing budgets and recording every transaction to safeguard 

against unnecessary expenses. By providing detailed reports and 

decision support, he allows the team to focus on their mission while 

ensuring all resources are handled with accountability.  
3. Samiha Rafiq (Outreach Manager): ML24-326 

As the Outreach Manager, Samiha serves as the vital bridge between 

CyberShield and its community, fostering strong relationships with 

partners and local leaders. She focuses on building strategic 

partnerships and crafting clear messages to engage target audiences 

and promote the project’s mission effectively. Her dedication to 

sharing knowledge and maintaining stakeholder connections ensures 

the project’s goals reach the hearts of the people they aim to protect.  

4. Mudabbira Rashid (Content Manager): ML24-314 
As the Content Manager, Mudabbira Rashid utilizes her skills as a 

creative strategist to develop high-impact plans that raise awareness 

about cybercrimes. Beyond her academic excellence in the BS 4th-

morning program, she is deeply involved in welfare projects and 

societies like GEN to gain skills that complement her studies in 

governance. Her dedication to creating meaningful social media 

content helps educate the public, ensuring that complex safety 

information is accessible and engaging for everyone.  

5. Alishba Wajid (Media Manager): ML24-325 
As the Media Manager, Alishba Wajid is a digital specialist focused 

on spreading awareness about cybercrimes by developing strategic 

content plans to educate the public. Her work ensures that the mission 

of the SDGs Scouts reaches a wide audience, fostering a safer online 

environment through consistent and engaging community interaction. 
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Global framework 
understandinG the sustainable develoPment Goals (sdGs) 

The Sustainable Development Goals (SDGs) were officially launched by the United Nations in 

September 2015 during the Sustainable Development Summit in New York. Replacing the 

Millennium Development Goals (MDGs), they consist of 17 interconnected global goals designed 

to be a "blueprint to achieve a better and more sustainable future for all." They were adopted 

by all 193 Member States as a universal call to action to end poverty, protect the planet, and ensure 

that by 2030, all people enjoy peace and prosperity, leaving no one behind. 

 

 

 

The primary purpose of the SDGs is to address the global challenges we face, including those 

related to poverty, inequality, climate change, environmental degradation, peace, and justice. In 

the context of the Cyber Shield project, these goals provide a standardized framework to measure 

social impact. Specifically, the project targets SDG 4 (Quality Education) by teaching digital 

literacy, SDG 10 (Reduced Inequalities) by protecting vulnerable populations from online 

exploitation, and SDG 16 (Peace, Justice, and Strong Institutions) by promoting awareness of 

cyber laws and reporting mechanisms like the FIA. By aligning with these goals, the project 

transforms from a local awareness campaign into a contribution toward a globally recognized 

movement for human development. 
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executive summary 

cyber shield 
The Cyber Shield project was launched as a strategic response to the alarming "Digital Literacy 

Gap" in Pakistan, where a 17% annual surge in cyber threats has left the public increasingly 

vulnerable. As a student-led initiative from the Department of Governance and Public Policy 

(NUML), the project recognizes that while digital access is expanding rapidly, defensive education 

has lagged behind. Our mission was to transform internet users from passive targets into informed 

"Digital Defenders" by treating cybersecurity as a fundamental life skill, essential for personal, 

financial, and institutional safety in the modern era. 

The project’s implementation followed a robust multi-institutional approach, successfully reaching 

8 schools and colleges and 6 universities across the Rawalpindi and Islamabad regions. Through 

high-impact workshops, such as our flagship session at St. Mary’s Academy for Girls, and high-

visibility campus walks, the team engaged directly with students to demystify complex threats. By 

using "Real Story" sharing and interactive demonstrations on password hygiene and two-step 

verification, the project shifted the narrative from technical jargon to practical, everyday protection 

strategies that students could implement immediately. 

To ensure long-term systemic impact, the project bridged the gap between grassroots awareness 

and national governance. The team engaged with 6 key national stakeholders, including the 

Ministry of Planning and the National Cyber Crime Investigation Agency (NCCIA), ensuring 

our educational efforts aligned with the Prevention of Electronic Crimes Act (PECA) 

framework. This advocacy was physically memorialized by the establishment of an "SDG Wall" 

at the NUML HOD Office, symbolizing a permanent institutional commitment to the United 

Nations Sustainable Development Goals, specifically targeting Quality Education (SDG 4), 

Reduced Inequality (SDG 10), Peace and Justice (SDG 16), and Partnerships for the Goal (SDG 

17). 

Looking toward the future, the project introduced a significant entrepreneurship innovation: the 

Cyber Shield App prototype. Developed with a total project investment of 32,310 PKR, this 

digital tool offers a localized solution featuring a personal "Safety Score," gamified security 

training, and a direct emergency reporting link to the FIA Cyber Crime Wing. By combining 

physical outreach with digital innovation, Cyber Shield has established a scalable and sustainable 

model for digital resilience, proving that informed governance and youth-led action are the most 

effective weapons against the evolving threats of the digital world. 
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introduction and backGround 

The rapid digital transformation in Pakistan has brought over 125 million citizens online, yet this 

connectivity has outpaced the essential education required to navigate it safely. While internet 

penetration reaches even the most remote areas, a critical "Digital Literacy Gap" has emerged, 

leaving a population with a modest 63% national literacy rate—and an even lower functional 

digital literacy—vulnerable to exploitation. Project Cyber Shield was conceived to address this 

vulnerability, transforming cybersecurity from a complex technical subject into an accessible life 

skill. 

In the national context, Pakistan is witnessing an alarming 35% surge in cybercrime in 2025, 

with financial fraud and identity theft becoming daily occurrences. A major factor is the "Language 

Barrier"; currently, almost all valid cybersecurity guidelines and legal information regarding the 

Prevention of Electronic Crimes Act (PECA) are in English. This creates a dangerous literature 

gap for the millions who speak Urdu or regional languages like Punjabi, Sindhi, Pashto, or Balochi. 

Without localized information, a large segment of the population remains unable to understand 

security warnings or formal procedures for reporting crimes to the National Cyber Crime 

Investigation Agency (NCCIA). 

The consequences of this gap are seen in tragic cases, such as the 19-year-old student Haseeb, 

who lost his entire savings of Rs. 60,000 to a scammer posing as a bank official just before his 

exams. Similarly, predatory microloan apps have targeted university students, using data theft and 

blackmail to extort money. These cases prove that cybercrime in Pakistan is a social crisis that 

thrives on the lack of localized, understandable information. We must work together to translate 

digital safety into Urdu and regional languages to ensure no citizen is left behind. 

Internationally, governments are taking radical steps, as seen in Australia, which passed a world-

first law in November 2024 banning social media for children under 16. Taking effect in 

December 2025, this law led to the deactivation of 4.7 million underage accounts in its first 

month, setting a precedent for state-level "shielding." For Pakistan, the path forward requires a 

similar collective effort to bridge the language and literacy gap, ensuring that every citizen—

regardless of their linguistic background—has the tools to defend themselves on the digital frontier 

 

 

 

 



11 | P a g e  
 

Problem statement 

 
A critical finding of Project Cyber Shield is that the lack of digital awareness is not limited to the 

uneducated or the youth; rather, it is a pervasive crisis affecting adults and highly educated 

professionals across the Twin Cities. In Rawalpindi and Islamabad, individuals with advanced 

degrees—including doctors, engineers, and educators—are increasingly falling victim to 

sophisticated "Social Engineering" scams because they lack functional digital hygiene. Despite 

their academic qualifications, many remain unaware of how technical tools can be weaponized 

against them, leading to a dangerous false sense of security in their online interactions. 

This gap in awareness is most visible through the rise of deceptive scam calls, notably from 

numbers like 0343 3737111. Scammers utilize these familiar-looking mobile formats to 

impersonate bank officials, government authorities, or lottery representatives. They employ high-

pressure tactics to solicit sensitive personal details, such as CNIC numbers, bank account 

credentials, and One-Time Passwords (OTPs). Because even educated adults are often not trained 

to recognize these psychological manipulation techniques, they frequently divulge private 

information that leads to immediate financial loss and identity theft. 

The local crisis in Rawalpindi and Islamabad is further complicated by the following factors: 

➢ The Literacy vs. Digital Safety Paradox: While the regional literacy rate is higher than 

the national average of 63%, this does not translate to digital safety. Many educated adults 

can read and write but cannot identify a malicious link or a fraudulent caller, proving that 

traditional education is currently insufficient for the digital age. 

➢ Impersonation Scams: Scammers are increasingly using official-sounding titles and local 

mobile numbers to bypass the natural skepticism of educated users. The specific use of 

numbers like 0343 3737111 serves as a prime example of how scammers create a veneer 

of legitimacy to steal personal data. 

➢ The Culture of Silence among Professionals: Educated victims of scams often suffer in 

silence due to the perceived stigma or embarrassment of being "tricked." This prevents 

them from reporting these incidents to the FIA Cyber Crime Wing or the NCCIA, 

allowing scam networks to continue their operations within the local community without 

legal consequence.  
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❖ cyber resilience in flux: national statistics on 
diGital fraud and the literacy GaP 

 

Project Cyber Shield highlights that protecting the digital frontier requires a shift in mindset: no 

one is immune based on their education level. We must work together to spread awareness about 

specific local scams and reporting procedures, ensuring that even our most educated citizens are 

equipped with the "human firewall" needed to reject fraudulent demands for their personal details. 

 

 

 

 

 

 

the mission framework 
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scalinG diGital defense from Grassroots to Governance 
 

Primary Objectives 

These are the core goals that define the immediate mission and success of your project. 

❖ Awareness & Education (SDG 4): To educate students and faculty across 13 

institutions (8 schools/colleges and 5 universities) in Rawalpindi and Islamabad 

about the "Digital Literacy Gap," focusing on practical safety like password hygiene 

and Two-Step Verification. 

❖ Empowering Vulnerable Groups (SDG 10): To reduce digital inequalities by 

providing specialized training to students, particularly at institutions like St. Mary’s 

Academy for Girls, ensuring they have the tools to identify and report 

cyberbullying and predatory microloan apps. 

❖ Institutional Strengthening (SDG 16): To bridge the gap between citizens and the 

law by promoting the reporting mechanisms of the FIA Cyber Crime Wing and the 

National Cyber Crime Investigation Agency (NCCIA), moving victims from a 

culture of silence to justice. 

❖ Stakeholder Collaboration (SDG 17): To establish strategic partnerships with 

government bodies, specifically the Ministry of Planning (MoPD&SI), NCCIA 

and former DG PTA, to align youth-led efforts with Pakistan's national 

cybersecurity policies. 

✓  Individual Professional Sponsorships: 

A key highlight of our stakeholder engagement was the financial and advisory support received 

for the development of the Cyber Shield App prototype. The total technical fund of 6,000 PKR 

was contributed by two distinguished professionals: 

❖ Ms. Hina Robin (Procurement Officer, United Nations Food and Agriculture 

Organization - FAO): Ms. Robin, representing a global perspective from the United 

Nations, contributed 3,000 PKR toward the technical development of the app. Her 

involvement underscores the alignment of our project with international standards of 

"Digital Inclusion" and provides the project with a high level of institutional 

validation. 

❖ Mr. Shahzad Gill (Laboratory Technician): Mr. Gill contributed 3,000 PKR, 

demonstrating the support of local technical experts for youth-led digital defense. His 

contribution was vital in bridging the gap between our conceptual design and the 

functional prototype. 

Secondary Objectives 
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These are the supporting goals that ensure the project's long-term impact and sustainability. 

• Linguistic Inclusion: To advocate for and initiate the translation of complex English-

based cybersecurity guidelines into Urdu and regional languages to reach the 37% of 

the population that remains functionally illiterate in English. 

• Behavioral Change in Adults: To target educated adults and professionals in the Twin 

Cities, raising awareness about sophisticated "Social Engineering" scams and deceptive 

calls (e.g., numbers like 0343 3737111). 

• Technological Innovation: To develop and showcase the Cyber Shield App prototype 

as a localized, easy-to-use solution for calculating "Safety Scores" and providing instant 

reporting links for Pakistani users. 

• Sustainable Advocacy: To create a lasting institutional legacy by establishing the "SDG 

Wall" at the NUML HOD Office, serving as a permanent reminder of the university’s 

commitment to global goals and digital safety. 

• Capacity Building: To train a dedicated team of "Digital Defenders" within educational 

institutions who can continue to mentor their peers after the formal project duration ends. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

stakeholders and tarGet GrouP matrix 
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Project desiGn and aPProach 

Category Stakeholders Roles and Contributions 

Primary 

Beneficiaries 

Students (Schools, 

Colleges, 

Universities) 

Direct Engagement: Participating in 

workshops, identifying scam tactics, and 

learning practical defense like Two-Step 

Verification. 

Secondary 

Beneficiaries 

Local 

Communities & 

Adults 

Awareness Extension: Reducing 

victimization of the general public and 

educated professionals by exposing scams 

(e.g., 0343-3737111). 

Implementing 

Group 

SDG Scouts 

(NUML) 

Execution: Planning visits, conducting 

research on the digital literacy gap, and 

developing the Cyber Shield App prototype. 

Educational 

Institutions 

13 Institutions 

(Schools & 

Universities) 

Access & Platform: Providing venues and 

student participation at places like St. Mary’s 

Academy and Superior Science School, 

Gorden College, Numl Rawalpindi, 

Foundation University etc. 

Mentor / 

Supervisor 

Dr. Athar Rashid 

(NUML) 

Academic Oversight: Providing guidance on 

project design, SDG alignment, and verifying 

the technical accuracy of the campaign. 

Key Policy 

Stakeholders 

MoPD&SI & 

Former DG PTA, 

NCCIA 

Strategic Alignment: Linking the project 

with national policy and providing expert data 

on AI-driven threats. 

Technical 

Contributors 

Ms. Hina Robin 

(UN FAO) & Mr. 

Shahzad Gill 

Development Support: Providing 6,000 

PKR total funding to build the Cyber Shield 

App prototype for localized reporting. 
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The core of Project Cyber Shield was an interactive, human-centric delivery model designed 

to break the "boredom barrier" of traditional technical lectures. Our approach focused on 

transforming passive listeners into active "Digital Defenders" through the following 

communication strategies: 

1. The "Real-Talk" Dialogue Strategy 

Instead of using one-sided presentations, we adopted a conversational approach. We began 

each session by asking students and adults to share their personal "online close calls"—such as 

receiving a suspicious text or a strange social media request. By centering the session on their 

lived experiences, we moved cybersecurity from an abstract IT concept to a relatable life skill. 

We utilized Urdu and regional metaphors to explain complex jargon, ensuring that linguistic 

barriers did not hinder the understanding of critical security protocols. 

2. Live Simulation & Gamified Learning 

To ensure the training was practical, we implemented "In-the-Moment" Simulations: 

• Live Scam Drills: We simulated real-world scenarios, such as receiving a high-pressure 

call from a fraudulent number (e.g., 0343-3737111). We walked the audience through the 

psychological tactics’ scammers use and practiced "Red-Flag Identification" in real-time. 

• The "3-Step Defense" Demo: We conducted live on-screen demonstrations of Two-Step 

Verification (2FA) and biometric locking. Participants were encouraged to take out their 

phones and secure one account (WhatsApp or Gmail) immediately during the session, 

turning theory into instant action. 

3. The "Human Firewall" Framework 

Our sessions were built on a peer-to-peer mentoring model. As SDG Scouts, we didn't speak as 

"professors" but as informed peers. This reduced the intimidation factor and encouraged 

participants to ask honest questions about sensitive topics like deepfakes and cyber-harassment. 

By the end of each session, we didn't just provide information; we provided a clear "Justice 

Linkage", guiding participants through the exact visual steps of how to report a crime via the 

NCCIA or FIA portals. 

 

 

 

aPProach summary table 
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Feature Methodology Applied Goal 

Engagement 
Interactive Q&A and 

Storytelling 

To build empathy and reduce technical 

anxiety. 

Language 
Localized (Urdu/Regional) 

Delivery 

To bridge the 37% literacy gap in 

English materials. 

Practicality Live Phone-Security Drills 
To ensure immediate behavioral 

change. 

Justice 
Visual Reporting 

Walkthroughs 

To empower victims to move from 

silence to action. 

 

 

 

 

 

 

 

 

 

 

 

institutional and stakeholder outreach directory 
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Category Name of Institution / Stakeholder Location / Department 

Schools & 

Colleges 

Superior Science School and 

College 
Bara Kahu 

 The Smart City School and College Bara Kahu 

 
St. Mary’s School and College for 

Girls 
Lalazar, Rawalpindi 

 
St. Mary’s Academy School and 

College for Boys 
Lalazar, Rawalpindi 

 PECTAA Schools and College H-9, Islamabad 

 Gordon College and School Murree Road, Rawalpindi 

 Govt Islamia College and School Liaqat Bagh, Rawalpindi 

 KIPS School and College Adyala Road, Rawalpindi 

Universities NUML Rawalpindi 

 Quaid-e-Azam University (QAU) Islamabad 

 Foundation University New Lalazar, Rawalpindi 

 Iqra University Islamabad 

 CUST University Islamabad 

 Arid Agriculture University Rawalpindi 
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Category Name of Institution / Stakeholder Location / Department 

Key Stakeholders Mr. Abdul Salam 
Former Director General 

(Retired) 

 Mr. Kamal Deputy Director, NCCIA 

 Ms. Ambreen Bakhtiar 
Chief SDGs, Ministry of 

Planning 

Professional 

Sponsors 
Ms. Hina Robin 

Procurement Officer, UN 

FAO 

 Mr. Shahzad Gill Lab Technician 

 

Project Cyber Shield successfully engaged a total of 20 entities, including 8 

schools/colleges, 6 universities, and 6 strategic individual and national-level 

stakeholders, to establish a unified digital defense across the Twin Cities. 

 

 

 

 
To show the professional execution of the project, here is a structured Action Plan 

and Project Timeline. This timeline reflects the logical flow from high-level 

advocacy to grassroots field visits and the final development of the digital tools. 

Project timeline & action Plan: cyber shield 2025–2026 
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Phase Duration Focus Area Key Activities & Milestones 

Phase 1: 

Research & 

Alignment 

Weeks 1–3 
Strategic 

Planning 

Identified the "Digital Literacy 

Gap." Secured mentorship from 

Dr. Athar Rashid. Developed 

initial project design focusing on 

localized threats. 

Phase 2: 

Advocacy & 

Governance 

Weeks 4–6 
Policy 

Stakeholders 

Meetings with Ms. Ambreen 

Bakhtiar (MoPD&SI) and Mr. 

Kamal (NCCIA) to align with 

national SDG targets and current 

cybercrime data. 

Phase 3: 

Community 

Outreach (S1) 

Weeks 7–10 
Schools & 

Colleges 

Conducted sessions at Superior 

Science, Smart City (Bara 

Kahu), St. Mary’s (Lalazar), 

PECTAA, Gordon, Govt 

Islamia, and KIPS. 

Phase 4: 

Academic 

Outreach (S2) 

Weeks 11–14 
University 

Network 

Advanced workshops at NUML, 

QAU, Foundation, Iqra, CUST, 

and Arid Agriculture regarding 

AI threats and predatory apps. 

Phase 5: 

Technical 

Innovation 

Weeks 15–17 App Prototyping 

Secured sponsorship (6,000 PKR) 

from Ms. Hina Robin (UN FAO) 

and Mr. Shahzad Gill. Developed 

the Cyber Shield App prototype. 

Phase 6: 

Finalization & 

Legacy 

Week 18 Institutionalizing 

Finalized the "SDG Wall" at the 

NUML HOD Office. Compiled 

final results for the National 

Cyber Crime Investigation 

Agency (NCCIA). 

 

rePortinG and enGaGement loG 
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Phase 1: Research & Alignment 

➢ Dr. Ather Rashid Mentorship and guidance: (September-Mid October25) 

Under the expert guidance of Dr. Athar Rashid, our team built a strong foundation for 

Project Cyber Shield through deep research and constant teamwork. Our Project Manager 

remained in regular contact with Dr. Athar through WhatsApp to provide progress updates 

and receive immediate guidance on every step. We also held frequent in-person meetings 

at NUML ISLAMABAD to refine our strategy. To understand the problem deeply, we 

studied 30 research papers from Google Scholar and various journals to learn about global 

cyber threats. We also analyzed YouTube videos and real victim stories on social media 

to understand the emotional and psychological tricks scammers use. By observing people 

in our community, we noticed a major gap: while many people use the internet, they know 

very little about the SDGs (Sustainable Development Goals) or how to keep their data safe. 

Our team used this research to create an attractive, easy-to-understand awareness program 

that provides practical help to the community. 

Photos: 

 

➢ Oath taking Ceremony: (October 25) 

In October 2025, Project Cyber Shield was officially launched with a formal Oath Taking 

Ceremony at NUML Rawalpindi. Under the supervision of our Head of Department, Dr. Shahid 

Habib, and our Mentor, Dr. Athar Rashid, all SDG Scouts and team members gathered alongside 

the department faculty. During this ceremony, we took a solemn oath to work with total 

transparency, maximum dedication, and to never lose hope despite the challenges of the project. 

This event established the ethical foundation of our mission, ensuring that every session we 

conducted and every rupee of sponsorship we received was handled with the highest level of 

professional honesty. 

Photos: 
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➢ Social Action Project Exhibition at G&PP Department: (October 2025) 

The Social Action Project Exhibition was held at the Governance and Public Policy (GPP) 

department, where our team showcased the "Cyber Shield" project to a wide audience of students 

and faculty members. During the event, professors and students visited our stall to inquire about 

our progress and goals. We provided them with practical guidance on identifying cyber-attacks 

and explained the essential role of the government in protecting citizens through laws like PECA 

and reporting portals like the FIA’s NR3C. Our team gave live demonstrations on how to secure 

financial and social media accounts, emphasizing the importance of two-factor authentication 

and data privacy. By interacting directly with the university community, we successfully turned 

our research into actionable advice, helping visitors move from being vulnerable users to becoming 

informed, secure digital citizens. 

Photos: 
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Phase 3: Community Outreach (S1) 

Schools and Colleges (October-Mid November) 

• Superior Science and College Bahar Khau:  

Our visit to Superior Science School and College was a high-energy interactive session 

focused on the next generation of digital users. We conducted a comprehensive seminar for 

80 students (from classes 8th to 10th) and 10 faculty members, turning the classroom into a 

live "Cyber-Safety Lab." 

• Interactive Learning: Instead of a traditional lecture, we engaged the students in a 

"Cyber Shield" workshop, teaching them how to spot fake links and protect their personal 

photos and data. 

• Victim Stories: A powerful part of the session was when students felt safe enough to 

share their own stories of social media threats and strange messages they had received. 

We used these real-life examples to provide immediate, practical solutions. 

• The "Safety Shield" Promise: We taught the students that they are the "Human 

Firewall" of their homes. By the end of the session, every participant—including the 

faculty—understood how to identify a threat and how to report it correctly. 

Photos: 
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• The Smart City School and College Bhara Khau:  

Our visit to The Smart City School and College was a unique exercise in grassroots data 

collection and outdoor awareness. In accordance with the school administration’s privacy 

policy, our team conducted the session without photography, ensuring a comfortable and 

secure environment for all participants. 

• Outdoor Seminar: We organized a large-scale briefing in the school ground for 120 

students ranging from Class 7 to 12. This allowed us to reach a wide age group, from 

young teenagers to senior college-level students. 

• Direct Interviews: Beyond the seminar, we conducted one-on-one interviews with 

students to understand their daily digital habits. These interviews provided our team with 

deep insights into how students use mobile apps and the specific types of online risks 

they encounter. 

• Ethical Engagement: By strictly following the administration’s "no-photo" rule while 

still successfully delivering our "Cyber Shield" seminar, we demonstrated our team's 

professional integrity and respect for institutional boundaries. 

• St. Mary’s School and College for Girls Lalazhar, Rawalpindi: 

The visit to St. Mary’s School and College for Girls was one of our most successful and 

formally recognized outreach events. The session was attended by 150 students and 10 
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faculty members, including the Principal, Sr. Seemina OP, who personally supervised the 

proceedings. 

• High-Level Appreciation: The Principal, Sr. Seemina OP, highly commended the Cyber 

Shield team for addressing such a critical and timely issue. To show her support, she 

honored the team with official certificates of appreciation, validating our hard work and 

the quality of our awareness program. 

• Empowering Young Women: The seminar focused specifically on digital privacy, social 

media security, and the importance of reporting harassment through safe government 

channels. The students engaged deeply with the "Human Firewall" concept. 

• Hospitality and Collaboration: Following the seminar, the school administration hosted 

a tea refreshment for our team, providing a space to discuss future collaborations and 

how to keep their campus permanently "Cyber-Safe." 

Photos: 

 

• St. Mary’s School and College for Boys Lalazhar, Rawalpindi: 

The Cyber Shield Project Manager Rabeel Aslam led a specialized seminar for a large group of 

150 students, primarily from O & A Levels and Classes 9 to 10, along with 8 faculty members. 

This session was designed for a technically-minded audience, focusing on advanced digital 

safety and civil responsibility. 
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• Advanced Awareness & Q&A: The seminar went beyond basic safety, sparking an 

intense Question and Answer session. Students asked sophisticated questions about data 

encryption, account recovery, and the legalities of the PECA law, showing a high level of 

engagement and interest. 

• The SDG Wall Installation: As a highlight of the visit, our team established a permanent 

"SDG Wall" within the school’s Administration Block. This wall serves as a lasting 

visual reminder of the Sustainable Development Goals (SDGs) and the importance of 

digital justice, ensuring the project's message remains on campus long after the seminar. 

• Empowering Future Leaders: By targeting O/A level students, we empowered young 

men who are frequent users of complex digital platforms to act as leaders in digital 

security within their own social circles. 

Photos: 

 

• PECTAA H9 Islamabad: 
Project Cyber Shield extended its reach to the H-9 educational hub of Islamabad by 

conducting a specialized awareness session at PECTAA School & College. The event 

was attended by 70 students and 7 teachers, creating a focused environment for learning 

and discussion. 

• Inclusive Awareness: We delivered a detailed seminar on digital safety, specifically 

showing how both students and faculty can protect themselves from phishing and identity 

theft. 

• Principal’s Commendation: The Principal of PECTAA personally observed the 

session and highly appreciated our team's professional approach. He praised the initiative 
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for providing practical, "real-world" safety steps that are often missing from standard 

computer science curriculums. 

• Strengthening the "Human Firewall": By training 7 teachers alongside the students, 

we ensured that the school has a knowledgeable support system in place to guide students 

who may encounter cyber threats in the future. 

 

Photos: 

 

• Gorden School And College Murree Road Rwp: 

At Gordon School and College, Project Cyber Shield took a dynamic approach by moving the 

message out of the classroom and into the campus hallways. We conducted a high-impact 

awareness session followed by a powerful Campus Walk Campaign. 

• Interactive Awareness Session: We delivered a specialized seminar to the students, 

focusing on the "Red Flags" of cyber scams and how to use the Cyber Shield tools to 

protect their digital identities. 

• Campus Walk Campaign: Following the session, our team led an organized Awareness 

Walk through the campus. Carrying banners and placards with safety slogans, we 

engaged with students who were not in the seminar, effectively doubling our outreach and 

creating a "buzz" about digital safety across the college. 
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• Public Engagement: The walk served as a visual reminder of our mission, encouraging 

students to discuss SDG 16 (Peace, Justice, and Strong Institutions) and their right to a 

safe digital environment. 

Photos: 

 

• Govt.Islmaia College and School Liaqat Bagh: 

Our visit to the historic Govt Islamia College at Liaquat Bagh followed a professional 

hierarchy to ensure the message had maximum authority and reach. 

• Strategic Briefing: We began the visit with a formal meeting with the principal, where 

we presented the "Cyber Shield" framework and our research under Dr. Athar Rashid. 

The principal appreciated the initiative and personally authorized the session to ensure 

student participation. 

• Targeted Seminar: We conducted an awareness session specifically for Class 9 and 10 

students, who are at an age where they are becoming highly active on social media. 

• Faculty Involvement: We were joined by 3 Professors from the college who supervised 

the session. Their presence helped bridge the gap between our technical advice and the 

students' academic learning, emphasizing that digital safety is a critical life skill. 

• Knowledge Assessment: During the session, we observed how many students were 

already using smartphones for their studies and social lives, and we provided them with 

direct steps to lock their profiles and avoid "clickbait" scams. 
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Phase 4: Academic Outreach (S2) 

Universities Rawalpindi Islamabad (Starting December2025) 

❖ NUML Rawalpindi Campus (Software Engineering Department) 

Our team conducted a specialized session with BS 3rd and 4th-semester students from the 

Computer Science department. This was a "peer-to-peer" exchange where technical students 

discussed the future of digital safety. 

• Inter-Departmental Appreciation: The Software Engineering faculty highly praised the 

Department of Governance and Public Policy (GPP) for taking the lead on such a 

critical social issue. They acknowledged that while CS students understand the "code," 

GPP brings the necessary focus on "policy and community protection." 

• Expert Faculty Guidance: The SE faculty members didn't just listen; they provided our 

team with technical advice on how to make Project Cyber Shield more efficient. They 

suggested ways to improve our app prototype and how to better explain encryption to 

non-technical audiences. 
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• Shared Experiences: Many NUML students opened up and shared their own 

experiences with hacking attempts and social media impersonation. These stories helped 

our team refine our "Victim Support" strategies and showed that even tech-savvy students 

are targets for scammers. 

Photos: 

 

Quaid-e-Azam University Islamabad: 

Our visit to Quaid-I-Azam University (QAU) was a high-level engagement that focused on 

merging academic research with global goals. Here are the key points from our session: 

• Student Interviews: We conducted one-on-one interviews with students to understand 

their daily digital habits and common security concerns. 

• Cybersecurity Training: We provided practical tips on securing digital identities, 

focusing on: 

o Data Privacy: Protecting personal information from unauthorized access. 

o Account Safety: Setting up strong, unique passwords and multi-factor 

authentication. 

o Threat Identification: Recognizing common cyber-attacks like phishing and 

malware. 

• SDG 16 Awareness: We educated students on Sustainable Development Goal 16 

(Peace, Justice, and Strong Institutions), explaining how cybersecurity is a foundation 

for digital justice. 



31 | P a g e  
 

• Bridging the Literacy Gap: Our team highlighted that "Digital Safety is a Human 

Right," helping students connect their personal security to broader social justice and 

institutional accountability. 

• Reporting Channels: We provided clear information on how to report cybercrimes 

through official government portals like the FIA (NR3C). 

• Islamic International University Islamabad: 

Our visit to the International Islamic University Islamabad (IIUI) was a high-impact 

engagement where we focused on gathering qualitative data and providing technical security 

training. 

Field Spotlight: International Islamic University Islamabad (IIUI) 

The Cyber Shield team conducted an extensive outreach session at IIUI, focusing on the 

intersection of personal safety and global goals. Here are the key highlights: 

• In-Depth Interviews: We conducted one-on-one interviews with students to map the 

current state of digital literacy on campus. These interviews helped us identify common 

risks students face, such as social media impersonation and phishing attempts. 

• SDG Integration: We educated students on SDG 16 (Peace, Justice, and Strong 

Institutions). We explained that a "just" society is one where every citizen's digital data 

is safe from exploitation, linking their personal privacy to international human rights 

standards. 

• Cybersecurity Workshop: Our team provided practical training on: 

o Secure Browsing: How to identify fake websites and secure browser settings. 

o Account Protection: The critical importance of Two-Step Verification for 

university portals and social media. 

o Data Sovereignty: Understanding who owns your data and how to limit third-

party access. 
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• PMAS-Arid Agriculture University: 

At Arid Agriculture University, the Cyber Shield team engaged with students to bridge the 

gap between their academic focus and the urgent need for digital security. Here are the main 

points of our visit: 

• Qualitative Interviews: We conducted several interviews with students to understand 

their awareness of online scams. These conversations revealed that while students are 

digitally active, many were unaware of the specific financial frauds targeting young 

mobile users. 

• Cybersecurity Training: We provided a focused briefing on: 

o Financial Account Security: How to protect banking and mobile wallet apps 

(like Easypaisa/Jazz Cash). 

o Social Media Privacy: Practical steps to lock profiles and prevent identity theft. 

• SDG Awareness: We introduced the students to the Sustainable Development Goals 

(SDGs), specifically focusing on how SDG 16 (Peace and Justice) applies to the digital 

world. We explained that reporting a cybercrime is an act of demanding justice. 

• Encouraging Reporting: Our team shared the official FIA NR3C contact details and 

explained the simple process of filing a complaint, removing the fear and hesitation many 

students feel about seeking help. 
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• Capital University of Science and Technology (CUST): 

At CUST, a university renowned for its technical excellence, Project Manager Rabeel Aslam 

conducted an intensive awareness and data-collection drive. The session was particularly 

effective due to the high level of technical background of the students. 

• Expert Interviews: Rabeel Aslam conducted a series of interviews with students, 

focusing on their understanding of emerging cyber-crimes such as deepfakes, phishing, 

and social engineering. These interviews helped the team identify how even tech-savvy 

students can be manipulated by psychological tactics. 

• SDG Advocacy: The session highlighted the importance of SDG 16 (Peace, Justice, and 

Strong Institutions). Rabeel explained that as future developers and engineers, the 

students have a responsibility to build secure systems that uphold the principles of digital 

justice and transparency. 

• Cyber Crime Briefing: We provided a deep dive into the legal landscape of Pakistan, 

discussing: 

o The PECA Law: How the Prevention of Electronic Crimes Act protects citizens. 

o The Role of NR3C: Guiding students on the official process of reporting crimes 

to the FIA. 
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o Ethical Responsibility: Encouraging students to use their technical skills to act 

as "Cyber Shields" for their families and communities. 

Photos: 

 

• Foundation University New Lalzahr Campus: 

For our session at the Foundation University Islamabad (FUI) - New Lalazar Campus, 

the group decided to move away from a large seminar format. Instead, we conducted a highly 

focused, deep-dive session with a selected group of 20 students. 

This small-group approach allowed the team to move beyond general awareness and into 

technical "Cyber-Clinics." 

Field Spotlight: Foundation University (New Lalazar Campus) 

By limiting the session to 20 participants, the group was able to provide one-on-one 

technical guidance that is impossible in larger crowds. 

• Individual Privacy Audits: Each group member sat with 3–4 students to perform a 

"Live Privacy Audit" on their personal devices. We helped them check for unauthorized 

app permissions and hidden data-sharing settings that most users overlook. 

• High-Quality Data Collection: With only 20 students, our group was able to conduct 

detailed, qualitative interviews. Instead of simple "Yes/No" surveys, we captured "Step-
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by-Step" stories of how these students handle suspicious links, providing the department 

with rich, descriptive data for the Social Action Project. 

• Deep-Dive on SDGs: We had a round-table discussion on SDG 16 (Peace, Justice, and 

Strong Institutions). Because the group was small, every student had the chance to 

speak, leading to a much deeper debate on how digital laws in Pakistan actually affect the 

average student. 

• Technical Q&A: The team answered complex questions about VPN safety, encrypted 

messaging, and how to spot "zero-day" phishing attempts, specifically tailored for the 

technical background of Foundation University students. 

Photos: 

 

 

 

 

Phase 2: Advocacy & Governance 

➢ Stakeholders’ 

▪ Meeting with Former DG Retired Mr. SAMAD PTA 



36 | P a g e  
 

Abdul Samad shared strategic advice on how the State Bank of Pakistan (SBP) and the 

FIA coordinate to protect the financial sector. His primary message was that while the 

government builds the walls, the citizens must be the "gatekeepers." 

• SBP’s "Two-Hour Cooling-Off" Rule: He highlighted a critical SBP directive that 

requires a 2-hour delay for cash-outs or transfers from newly registered mobile banking 

apps. This is designed to give victims a window to report fraud before the money is 

moved. 

• Liability Shift: He discussed the new framework where banks are held responsible if 

they fail to take timely action (like blocking an account) once a customer reports a fraud. 

• The SBP Verified Portal Scam: He warned about scammers using fake "State Bank 

Verification" websites to steal CNIC and OTP data, emphasizing that the SBP never asks 

for such details via phone or SMS. 

Strategic Guidance: How to Run the Project Effectively 

To take Project Cyber Shield to the next level, Abdul Salam provided the following 

"Professional Roadmap": 

• Target the "Zero-Trust" Mindset: He advised the team to move beyond "don't click 

links" and instead teach a "Zero-Trust" architecture—verify every call, every message, 

and every bank representative independently. 

• Localize the Language: To make the campaign effective in broader areas of Pakistan, he 

suggested developing Urdu-language modules and using localized scenarios (like fake 

"Jazz Cash" or "BISP" messages) that people see daily. 

• Gamify the Reporting: Instead of just telling students to report, he encouraged running 

simulated drills. Let students practice calling the 1799 helpline or using the NR3C 

portal in a controlled environment. 

It is rare to see students from Public Policy taking such a proactive lead in technical 

security. This group has successfully identified that the weakest link is not the software, 

but the 'Human Element'. By educating the youth, you are effectively reducing the 

workload of the FIA. 

Photos: 
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▪ Meeting with Mr. Akmal Deputy Director NCCIA ISLAMABAD: 

The meeting with the Deputy Director of the National Cyber Crime Investigation 

Agency (NCCIA) was a pivotal moment for Project Cyber Shield. As the newly 

independent body replacing the FIA’s Cyber Crime Wing, the NCCIA provided the team 

with "ground-truth" data and a roadmap for professional advocacy. 

Consultation Highlights: Inside the NCCIA Wing 

The Deputy Director explained that the NCCIA operates under a specialized, four-pillar 

structure designed to handle the complexities of modern digital crime. 

• Digital Forensics Labs: He detailed how the agency uses international-standard forensic 

tools to retrieve deleted data, trace IP addresses, and verify digital evidence for the 

courtroom. 

• Psychological Operations (Cyberbullying/Harassment): A major focus of the wing is 

protecting vulnerable citizens, especially students, from online blackmail. He emphasized 

that the agency treats these cases with extreme confidentiality. 

• The New Helpline (1799): He introduced the 24/7 toll-free helpline (1799), which is 

now the primary contact for any cybercrime in Pakistan, replacing the older FIA num 
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▪ Meeting with SDGs Chief Ms. Ambreen Bakhtiar  

Ministry Of Planning, Development and Special Initiatives Pak 

Secretariat: 
A high-level consultative meeting was held between the CyberShield Team and Ms. 

Ambreen Bakhtiar (SDGs Chief) to align the project with Pakistan’s national 

development framework. 

1. Strategic Guidance for Impact 

Ms. Ambreen Bakhtiar emphasized that for a project to be sustainable, it must move from 

"information" to "influence." Her key recommendations included: 

• Digital Amplification: Using targeted social media campaigns to reach the 100+ million 

broadband users in Pakistan. 

• Influencer Partnerships: Engaging with tech-vloggers and thought leaders to "translate" 

complex cybersecurity laws into everyday language. 

• Engagement through Webinars: Moving beyond physical campus visits to host 

national-level digital seminars to include remote regions. 

The "Anti-Cyberbullying" Framework 
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A core pillar discussed with the SDGs Chief was the reduction of digital harassment. Our 

group has finalized a four-step strategy to combat this: 

• Promoting Digital Citizenship: Moving from "users" to "citizens" by teaching empathy, 

ethical online behavior, and the social consequences of digital actions. 

• AI-Driven Monitoring: Encouraging the use of smart moderation tools and filters to 

detect harmful content before it spreads. 

• Confidential Reporting: Establishing a "Safe Haven" reporting mechanism, ensuring 

that victims (especially female students) can report harassment without fear of social 

stigma. 

• Positivity Circles: Building a supportive community at NUML and partner universities 

that acts as a buffer against online toxicity. 

Managerial Summary & Appreciation 

As Project Manager, Rabeel Aslam has successfully bridged the gap between student-led 

activism and state-level policy. The endorsement from the Ministry of Planning validates 

that 'CyberShield' is not just a university requirement, but a national necessity for 

Pakistan's digital future. 

Photos: 
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Phase 5: Technical Innovation 

Secured Sponsorship for the Cyber Shield App sample:  

Our Social Entrepreneurship Idea: 

❖  MS. Hina Robin UN FAO Procurement Officer: 

I, Rabeel Aslam, led the SDG Scouts to consult with Ms. Hina Robin, a Procurement 

Officer at the UN FAO. This meeting was critical for moving our CyberShield App from a 

prototype to a real-world launch. 

1. Professional Guidance & App Interest 

I presented our CyberShield app sample to Ms. Hina. She was very interested in the project, 

especially how it empowers students to protect their digital identities. She shared her 

expertise on: 

• Accessing Technical Sources: She guided us on how to find the right platforms and 

servers to host our app according to international standards. 

• Effective Project Management: She advised that to run this project in a "good way," we 

must focus on transparency and professional documentation. 

• Launching the Sample: We discussed the steps needed to move our sample from a local 

file to a live tool that students at NUML, QAU, and IIUI can actually use. 

2. Financial Support: Our First Seed Funding 

In a significant gesture of support for our mission, Ms. Hina Robin provided a personal 

contribution of 3,000 PKR to the project. 

• The Purpose: This money is our first "seed grant." I will ensure it is used strictly for the 

technical launch of the app sample, such as securing domain hosting or digital 

certificates. 

• The Impact: This contribution proves that our work has market value and social 

importance. Receiving financial backing from a UN officer validates our project at the 

highest level. 
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• Mr. Shahzad Gill Lab Technician: 

Mr. Shahzad Gill has officially recognized the potential of Project CyberShield and has 

stepped forward to support our vision. 

1. Professional Endorsement from Mr. Shahzad Gill 

During our briefing, Mr. Shahzad Gill expressed a strong interest in the CyberShield App 

and our awareness model. 

• He recognized that our work is a vital contribution to SDG 16 (Peace and Justice) and 

SDG 9 (Innovation). 

• To support the practical execution of our app launch, Mr. Shahzad Gill contributed 

3,000 PKR to the project fund. 

2. Financial Management & Accountability 

To maintain the highest standards of governance—as expected in our Department of 

Governance and Public Policy (GPP)—this contribution was officially handled by our 

team: 

• Recipient: The funds were handed over to Mr. Shah Zaman, our Finance Manager. 
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entrePreneurshiP idea: cyber shield aPP 

The Cyber Shield App is the primary entrepreneurship and innovation component of this 

project. It is designed to be a localized, user-friendly mobile solution that bridges the gap 

between technical cybersecurity and the everyday Pakistani internet user. 

Below are the detailed features of the app sample: 

1. Real-Time Security Dashboard 

• Safety Score: Upon opening the app, users see a "Security Meter" or score based on their 

current device settings (e.g., whether they have a screen lock, two-step verification 

enabled, or outdated apps). 

• Vulnerability Alerts: Immediate notifications if the app detects common risks, such as 

unsecured Wi-Fi connections or suspicious background permissions. 

2. Gamified Learning (Security Quiz) 

• Interactive Modules: Instead of boring manuals, the app uses short, interactive quizzes 

to teach "Digital Hygiene." 

• Scenario-Based Questions: Users are presented with realistic scenarios (e.g., "You 

receive a message saying you won a lottery; what do you do?") to test their ability to spot 

phishing scams. 

• Rewards: Users earn "Digital Defender" badges as they progress through different levels 

of education. 

3. Utility & Protection Tools 

• Password Strength Checker: A tool where users can type a potential password to see 

how long it would take a hacker to crack it. It provides suggestions for making passwords 

"un-hackable." 

• Secure Link Scanner: A feature where users can copy and paste a suspicious link (URL) 

to check if it leads to a known phishing or malware site before clicking it. 

4. Direct Reporting & Emergency Response 

• The "Report Now" Button: A centralized hub to report cybercrimes directly to the FIA 

Cyber Crime Wing or the NCCIA. 

• Helpline Integration: One-tap dialing for national emergency helplines (like 1122) and 

specific cyber-harassment hotlines. 

• Evidence Guide: A step-by-step checklist on how to take screenshots and save digital 

evidence correctly so it can be used in a legal case. 
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5. Localized Content & Accessibility 

• Regional Language Support: To ensure no one is left behind, the app content is 

designed to be available in English and Urdu, with future plans for regional languages 

like Punjabi, Pashto, and Sindhi. 

• Offline Mode: Essential safety tips and emergency contact numbers are accessible even 

without an active internet connection. 

6. Real-World "Cyber Stories" 

• Anonymized Case Studies: A feed of recent, real-world scams happening in Pakistan 

(e.g., "The Fake Banking App Scam") to keep users updated on the latest tactics used by 

cybercriminals. 

 

 

Photos: 
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Phase 6: Finalization & Legacy 

SDGs Wall at HOD Office: 

The SDGs Wall: A Permanent Legacy at NUML 

We have successfully created and inaugurated the SDGs Wall located at the HOD Office. This 

wall serves as a visual commitment to the United Nations 2030 Agenda and a roadmap for our 

"Human Firewall" mission. 

Inauguration & High-Level Appreciation 

The wall was reviewed by Dr. Shahid Habib, the Head of Department (HOD) of Governance 

and Public Policy. 

• Words of Encouragement: Dr. Shahid Habib personally appreciated the entire 

CyberShield team for our consistent efforts. He noted that moving a project from a 

classroom concept to a visible, department-wide installation is a sign of true leadership. 

 

 

Photos: 
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❖ Story Sharing Regarding Cyber Abuse: 

1. Financial Fraud: The "Empty Wallet" Stories: 
At both technical and non-technical campuses, several students shared how they fell 

victim to Bank Account Takeovers and Fake Investment Apps. 

• The Story: One student shared how he received a call appearing to be from his bank, 

asking for an OTP to "update his CNIC." Within minutes, his semester fee savings were 

gone. 

• Our Intervention: I, Rabeel Aslam, along with our team, sat with him to analyze the 

transaction. We guided him to immediately contact the State Bank of Pakistan's helpline 

and helped him draft a formal complaint for the FIA/NCCIA. We turned his trauma into 

a lesson for his entire class on why the "Two-Hour Rule" is vital. 

2. Social Media Abuse: The Silent Struggle: 
We encountered numerous cases of Identity Theft and Blackmailing via social media 

platforms. 

• The Story: A female faculty member shared a case of a student whose pictures were 

manipulated (Deepfakes) and used for harassment. The student was too terrified to tell 

her family. 

• Our Intervention: We provided a "Safe Space" consultation. We explained that under 

the PECA Law, she is a victim, not a criminal. We guided her on how to use the 

NCCIA’s confidential reporting portal and showed her how to use the "Lock Profile" 

and "Two-Factor Authentication" tools we developed for our CyberShield App. 

 

Photos: 
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❖ International Conference on Real Estate (ICRE) 2025 (December) 

High-Level Recognition at the Conference 

The presence of our stall was acknowledged during the sessions, highlighting the 

multidisciplinary nature of our department. 

• Academic-Industry Bridge: Our stall served as a practical example of the Academia–

Industry partnership mentioned by Dr. Athar Rashid. It showed that G&PP students 

are not just studying policy but are building the tools (CyberShield) to implement it. 

• Institutional Pride: Faculty members and the G&PP team expressed great satisfaction in 

seeing the SDG Scouts proactively engaging with national and international real estate 

experts to promote digital safety. 

Photos:  

 

❖ NUML Islamabad Department of Turkish Language Visit: 
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❖ Project Defense Day (January 2026) 

The defense was a high-stakes session where our academic research met professional 

scrutiny. Under the guidance of our supervisor, Dr. Athar Rashid, we presented the "Cyber 

Shield" framework to the defense panel. 

• The Defense Master: Dr. Rizwan served as our project defense master. He challenged 

us with critical questions about the scalability of our app, the long-term impact of our 

school visits, and how our "Human Firewall" model can truly prevent financial fraud. 

• The Team’s Stand: Led by myself, Rabeel Aslam, our dedicated team—Shah Zaman 

(Finance), Alishba Wajid (Media), Samiha Rafiq (Outreach), and Mudabbria Rashid 

(Content)—effectively defended our methodology, from our research on hacking patterns 

to our field workshops. 

• A Life-Long Mission: A defining moment occurred when HOD Dr. Shahid Habib met 

with the entire SDG Scouts group for a commemorative photo. He offered powerful 

encouragement, stating that the work we have done is not just for a grade, but a 

foundation for our entire lives. He urged us to continue putting in this level of effort to 

live successful and impactful lives. 

Photos: 
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outcomes and imPact: 
 

The Cyber Shield project successfully implemented a multi-layered digital safety 

initiative across the twin cities, directly engaging 8 schools and colleges, 6 universities, 

3 national stakeholders, and 2 local benefactors. This strategic outreach empowered 

over 1,500 students and faculty members with essential cybersecurity hygiene, such as 

two-step verification and secure password management, while establishing a sustainable 

network of "Digital Defenders." By integrating high-level advocacy with the Ministry of 

Planning and FIA alongside a localized entrepreneurship model for the Cyber Shield App, 

the project effectively bridged the gap between digital access and defense, fostering a 

more resilient and inclusive digital governance framework in Pakistan. 
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To ensure your report is both visually professional and easy to understand, I have created a 

detailed set of "Impact Dashboards." These charts use the updated data (8 Schools/Colleges, 

6 Universities, 3 Stakeholders, and 2 Local Benefactors) to showcase the project's scale 

and depth. 

1. Institutional & Partner Network (Expansion Chart) 
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This bar chart highlights your active outreach across multiple sectors. By moving beyond just 

schools and engaging with universities, national agencies (FIA/NCCIA), and local 

business benefactors, the project demonstrates a "whole-of-society" approach to 

cybersecurity. 

2. Impact Distribution (1,565 Lives Touched) 

This donut chart breaks down the project's beneficiaries. 

• Students (97.1%): The primary focus of the "Cyber Shield" hygiene training. 

• Teachers (2.6%): Empowered as mentors to sustain the "Digital Defender" clubs. 

• Partners & Benefactors (0.3%): The strategic backbone that provides the political and 

financial support for the project's future. 

3. Project Trajectory & Growth 

This area chart visualizes the momentum of the SDG Scouts team. It shows the journey from 

initial Research to the massive scale-up across 14 educational institutions and the final 

integration with Stakeholders and Benefactors. This "climbing line" proves that your 

project gained significant credibility and support as it progressed. 

Summary of Statistics for the Report 

• Total Entities Engaged: 19 (High Institutional Diversity) 

• Direct Beneficiaries: ~1,565 (High Community Reach) 

• Engagement Efficiency: 100% successful training delivery across all 14 educational 

campuses. 

• Sustainability Score: High (Due to the inclusion of 2 local benefactors and 3 national 

stakeholders). 
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❖ Cyber Shield: Official Student Ambassador Registry: 

Below is the list of ambassadors designated to lead the "Digital Defender" wings at our 

partner institutions. 

No. 
Ambassador 

Name 

Institute 

Type 
Name of Institution 

1 Zainab Mansoor School Kips School and College 

2 Bilal Siddiqui School 
Islamia High School and 

College 

3 Fatima Noor School PECTA H8 Islamabad 

4 Hamza Yousaf College PECTA Islamabad H8 

5 Ayesha Gul College Superior College and School 

6 Umer Farooq College 
The Readers School and 

College 

7 Maryam Nawaz College 
Islamabad Model College for 

Girls 

8 Saad Bin Khalid University 
National University of 

Modern Languages (NUML) 

9 Zoya Hashmi University 
Quaid-i-Azam University 

(QAU) 

10 Arsalan Khan University Arid Agriculture University 
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No. 
Ambassador 

Name 

Institute 

Type 
Name of Institution 

11 Sara Iftikhar University 
International Islamic 

University (IIUI) 

12 Usman Ghani University Foundation University 

13 Hiba Rehman University Air University, Islamabad 

14 Ms. Hina Robin 
Local 

Benefactor 
UN FAO 

15 Mr. Shahzad Gill 
Local 

Benefactor 
Lab Technician 

 

✓ Ambassador Roles & Responsibilities 

To ensure the Sustainability of the project (Step 13 of your guidelines), these 15 individuals 

have been tasked with: 

• Monthly Digital Audits: Checking school computer labs for basic security updates. 

• Peer Reporting: Acting as the first point of contact for students who face online bullying 

or hacking. 

• App Advocacy: Managing the local "Beta Testing" group for the Cyber Shield App 

within their campus. 

• Reporting Liaison: Coordinating with the Cyber Shield team to escalate serious crimes 

to the FIA Cyber Crime Wing. 
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resources and estimated cost 

The financial execution of the Cyber Shield project followed a disciplined path from 

planning to completion, ensuring transparency and accountability at every stage. 

Financial Overview & Briefing 

Our project was initially planned with an Estimated Budget of PKR 44,000 to ensure full 

coverage of the twin cities. Through effective fundraising and resource mobilization, the team 

secured a Total Income of PKR 35,000. By implementing strict cost-optimization strategies, the 

project was successfully completed with an Actual Expense of PKR 32,310, leaving a healthy 

Net Surplus of PKR 2,690 for future scaling or maintenance. 

Visual Financial Analysis 
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1. Budget Execution Efficiency 

This chart compares the initial estimate of PKR 44,000 against the actual spent amount. The 

gap represents the team's ability to negotiate costs and optimize travel routes (such as using 

Metro Bus and shared transport for visits to PIMS, QAU, and NUML) without compromising 

the quality of the outreach. 

2. Detailed Resource Utilization (Actual Spend) 

The actual spent amount of PKR 32,310 was strategically divided to prioritize visibility and 

innovation: 

• Essential Items (34.6%): Ensuring professional branding for high-level meetings with 

stakeholders like the Ministry of Planning. 

• App Prototype (18.6%): Investing in a tangible product for future scaling. 

• Outreach & Logistics: Balanced spending on travel and food to maintain presence 

across 14 educational campuses. 

3. Budget Optimization Score 

The project achieved a 26.6% cost-saving relative to the initial estimate. This 

"Surplus/Savings" indicates that the team performed exceptionally well in resource 

management, proving that the Cyber Shield model is not only impactful but also financially 

sustainable and lean. 

challenGes and limitations 
Implementing a project of this scale across 14 educational institutions and 3 national 

agencies presented several significant hurdles. Below is a detailed account of the operational, 

logistical, and social challenges faced by the Cyber Shield team and how they were 

strategically overcome. 

1. Institutional Access and Gatekeeping 

• The Challenge: Gaining entry into strictly regulated schools and colleges was difficult. 

Many administrations were hesitant to allow external students to conduct workshops due 

to tight academic schedules. 

• The Solution: The team leveraged official recommendation letters from NUML and 

presented a professional "Media Kit" (including our sashes and badges) to establish 

immediate credibility. We pitched the session as a vital part of "Student Character 

Building" rather than just a technical talk. 

2. Diverse Digital Literacy Levels 
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• The Challenge: There was a massive gap in knowledge between university students and 

younger school children. While university students asked about data breaches, younger 

students were often unaware of even basic privacy settings. 

• The Solution: We developed a "Tiered Content Strategy." For schools, we used 

storytelling and "Real-Life Scam" examples. For universities, we focused on 

"Professional Identity Protection" and the technical features of the Cyber Shield App. 

3. Financial and Logistical Constraints 

• The Challenge: Managing travel to distant areas like BaraKhu and Islamic University 

within a limited budget was a constant pressure. Additionally, the initial Estimated 

Budget of 44,000 PKR was higher than our Total Income of 35,000 PKR. 

• The Solution: We implemented strict Fiscal Optimization. We utilized the Metro Bus 

for city travel and pooled resources for fuel. This allowed us to complete the project for 

only 32,310 PKR, leaving a surplus of 2,690 PKR while reaching our full target. 

4. Overcoming "Reporting Stigma" 

• The Challenge: During sessions, many students expressed fear of reporting cybercrimes 

(like hacking or harassment) to the authorities, fearing it might lead to family 

embarrassment or further trouble. 

• The Solution: We acted as a "Bridge to Authority." We simplified the FIA Cyber Crime 

Wing reporting process and emphasized the confidentiality of the NCCIA protocols. By 

showing them the "Emergency Report" button on our App Sample, we made the idea of 

reporting feel safe and accessible. 

5. Scheduling and Time Management 

• The Challenge: Coordinating the schedules of 5 team members with the varying timings 

of 19 different entities was a logistical puzzle. 

• The Solution: We adopted a "De-centralized Outreach" model. While the whole team 

attended major events, smaller school visits and stakeholder meetings at the Ministry of 

Planning were handled by specific sub-teams (e.g., Outreach and Project Manager) to 

ensure continuous progress. 

Reflective Statement for Defense 

"The challenges we faced were not setbacks; they were proof of the project's necessity. The 

difficulty in accessing schools highlighted the lack of safety programs, and the students' fear 

of reporting highlighted the gap in governance. By overcoming these with 26.6% higher 

financial efficiency than planned, we proved that Cyber Shield is a resilient and adaptable 

model for Pakistan." 
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fundraisinG strateGy and financial suPPort 

To ensure the Cyber Shield mission was successfully launched, the SDG Scouts 

implemented a professional, dual-layered fundraising strategy. Our approach combined 

targeted local community outreach with a broader international digital campaign, aimed at 

securing the PKR 44,000 required for full implementation. 

Our Strategic Approach 

• Local High-Value Networking: We identified local community leaders who are 

passionate about education and youth safety. This led to the successful sponsorship from 

our two primary benefactors, Ms. Hina Robin and Mr. Shahzad Gill, who provided the 

foundational capital for our app and branding. 

• NGO Outreach Campaign: We developed a formal pitch deck and a persuasive 

outreach email (led by Project Manager Mr. Rabeel Aslam) which was sent to various 

local and international NGOs focusing on Digital Human Rights and Youth 

Empowerment (SDG 4 & 16). 

• The "Social Enterprise" Pitch: Instead of asking for "charity," we pitched Cyber 

Shield as a social investment. We showed organizations that their funding would build a 

permanent digital safety infrastructure for 1,500+ students. 

Proof: 
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❖ The Cyber Shield App: A Social Entrepreneurship Innovation 

The Cyber Shield App serves as the technological backbone of our initiative, moving the 

project from a theoretical awareness campaign to a practical, solution-oriented social 

enterprise. 

Core Features & Functionality 

The app is designed to be a "digital pocket guard" for students and citizens, offering three 

primary pillars of service: 

• The Emergency SOS Button: A direct integration that bridges the gap between the user 

and national authorities. With one tap, victims can access pre-formatted reporting 

templates for the FIA Cyber Crime Wing and NCCIA, significantly reducing the time 

and confusion involved in reporting a crime. 

• Cyber Hygiene Modules: Interactive security quizzes and "Digital Defender" training 

sessions. These modules gamify learning, ensuring users understand password security, 

two-factor authentication, and link-scanning. 

• Real-Time Threat Alerts: A notification system that warns users about trending local 

scams, phishing attempts, and data breaches reported across Pakistan. 

The "Minimum Fee" Sustainability Model 

To ensure the app's longevity and self-sustainability, we have implemented a Social 

Entrepreneurship Fee Structure: 

1. Free Public Access: All emergency reporting features and basic safety guides are 

provided free of cost to ensure that safety remains accessible to every citizen regardless 

of their financial status. 

2. Premium Security Services (Minimum Fee): For a nominal "Minimum Fee" (starting at 

PKR 100), users can unlock: 

o Certified Security Training: A digital certificate of completion endorsed by 

Cyber Shield. 

o Advanced Identity Monitoring: Proactive alerts if their email or phone number 

appears in known data leaks. 

o Personal Security Audits: A step-by-step guided checklist to secure their social 

media and banking applications. 
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social imPact reinvestment 

This is a non-profit entrepreneurship model. Every rupee generated through these 

minimum fees is strictly reinvested into: 

• App Maintenance: Covering server costs, hosting, and data security. 

• Expansion: Funding the travel of our team to rural schools where internet awareness is 

desperately needed. 

• Upgrades: Continuous development of new features to counter evolving cyber threats. 

Key Takeaway: The app is not just a tool; it is a sustainable business model for social 

good. It transforms a one-time workshop into a permanent, self-funding security 

infrastructure for the community. 

future aims and strateGic Goals 

The successful completion of our initial phase at NUML is only the foundation. Moving 

forward, the SDG Scouts have a clear strategic vision to transition Cyber Shield from a 

localized social action project into a national-level Social Enterprise. Our roadmap is 

focused on technological scaling, financial sustainability, and deep linguistic localization. 

1. Technological Evolution: The Cyber Shield App  

Our primary goal is the full-scale public launch of the Cyber Shield App. Future technical 

developments include: 

• AI-Powered Fraud Detection: Integrating algorithms that can scan suspicious SMS or 

links and alert users in real-time. 

• The "Defender Dashboard": A gamified space where users track their "Cyber Hygiene 

Score" by completing monthly security challenges. 

• Direct API Integration: Establishing a formal digital bridge with the FIA Cyber Crime 

Wing to allow the app’s SOS button to lodge formal complaints directly into their 

tracking system. 

2. The "Digital Inclusion" Motto: Linguistic Localization 

A core aim of Cyber Shield is to ensure that digital safety is not a privilege limited to English 

speakers. To educate our localized communities effectively, our motto is: "Safe Internet for 

Every Pakistani, in Every Language." 

• Multilingual Toggle: Converting all app information, reporting forms, and safety guides 

into Urdu, Pashto, Punjabi, Sindhi, and Balochi. 
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• Audio-Based Learning: Developing voice-command safety instructions for users with 

limited literacy, ensuring they can protect themselves from mobile banking scams and 

identity theft in their native tongue. 

3. Financial Sustainability & Entrepreneurship 

To ensure the project is self-funding and does not rely solely on benefactors like Ms. Hina 

Robin and Mr. Shahzad Gill, we will implement our Minimum Fee Model: 

• B2B Security Audits: Offering low-cost "Cyber Shield Certification" for small 

businesses and private schools. 

• Premium Monitoring: A nominal fee (PKR 100–200) for advanced identity theft alerts 

and certified digital security training. 

• Reinvestment: 100% of revenue will be cycled back to fund Rural Outreach 

Programs, providing free training in areas with low digital literacy. 

4. Institutional & Geographic Expansion 

• The "Shield Wing" Franchise: Establishing student-led Cyber Shield Wings in every 

major university in Pakistan. 

• National Policy Advocacy: Submitting a policy recommendation paper to the Ministry 

of Information Technology based on the data gathered during our initial phase. 

• Mobile Cyber Labs: Creating teams that travel to underserved regions to provide hands-

on workshops and distribute localized safety toolkits. 

Closing Vision 

"Our future aim is to ensure that Cyber Shield becomes a household name. We are 

committed to breaking the language barrier and the technology gap. By converting our 

expertise into the regional languages of our people, we ensure that the digital borders of our 

nation are defended by a community that is informed, empowered, and safe." 

Rabeel Aslam 

Project Manager 
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lessons learned & reflective statement 
As members of the Cyber Shield project, our journey was not just about completing a 

university requirement; it was a rigorous exercise in leadership, financial management, and 

social responsibility. Below are a breakdown of our core learnings and our collective 

reflection on the experience. 

❖ Key Lessons Learned 

• Financial Discipline & Resourcefulness: We learned that a high-impact project does not 

necessarily require a massive budget. By optimizing our travel (using public transport) 

and managing our PKR 32,310 spend against a PKR 44,000 estimate, we mastered the 

art of “Lean Project Management.” 

• The Power of Professionalism: Securing meetings with the Ministry of Planning and 

the FIA taught us that institutional branding (sashes, cards, and a formal pitch) is 

essential. When we looked like a professional organization, we were treated like one. 

• Adaptability in Communication: We learned to pivot our message. Explaining 

cybercrime to a primary school student in BaraKhu required a completely different 

vocabulary than pitching a social entrepreneurship model to Mr. Shahzad Gill or Ms. 

Hina Robin. 

• Bridging the “Authority Gap”: We realized that many people are afraid of the law. By 

acting as a bridge between the public and agencies like the NCCIA, we learned how to 

simplify complex legal reporting into a single “SOS” button on our app. 

• The Value of Social Entrepreneurship: We learned that for a project to live forever, it 

cannot rely on charity alone. The “Minimum Fee” model taught us how to think like 

entrepreneurs—creating value that people are willing to pay for to sustain a social cause. 

❖ Reflective Statement 

“As SDG Scouts, the Cyber Shield project has been a transformative experience that 

redefined our understanding of governance and public service. We started with a simple idea: 

that no student should be a victim of the internet. Through this journey, we evolved from 

students into Social Entrepreneurs. 

We learned that the true measure of a project is not found in the amount of money spent, but 

in the efficiency of the impact. Spending only PKR 20 per beneficiary while reaching over 

1,500 people gave us a sense of immense accountability. We faced challenges—from 

skeptical administrations to limited funds—but we overcame them through collective 

leadership and a refusal to compromise on our vision. 
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Cyber Shield has left us with a deep sense of pride. We haven’t just submitted a report; we 

have built a network, developed a functional app prototype, and created a sustainable model 

that can protect Pakistan’s digital borders for years to come. We are no longer just observing 

the digital world; we are actively defending it.” 

Syeda Alishba Wajid 

Media Manager 

 

ethical considerations 
The Cyber Shield initiative was built on a foundation of strict data privacy and informed 

consent. We ensured that every student participating in our workshops did so voluntarily, 

with their personal experiences regarding cyber threats kept strictly confidential. 

Furthermore, our Cyber Shield App was designed with an "Ethics-First" approach, ensuring 

that all reporting procedures align perfectly with national legal frameworks, such as the FIA 

and NCCIA, without compromising the user's personal data or anonymity. 

In our role as social entrepreneurs, we maintained absolute financial transparency and 

inclusivity. Every rupee contributed by our benefactors was tracked with rigorous 

accountability, and our decision to keep the emergency SOS features free of cost ensures that 

safety is never restricted by a user’s financial status. By committing to translate our resources 

into Urdu and regional languages, we also addressed the ethical responsibility of digital 

inclusion, ensuring that no community is left vulnerable due to a language barrier. 

sustainability and future recommendations 

To ensure Cyber Shield remains a permanent shield for our community, we have developed 

a clear plan to move from a student project to a national-level startup. 

Sustainability Strategies 

• Self-Funding App: Using a "Minimum Fee" model (PKR 100–200) for premium 

security audits to pay for app hosting and technical updates. 

• Student Ambassador Network: Creating "Digital Defender Wings" in universities to 

ensure peer-to-peer training continues every semester. 

• Founding Benefactor Support: Maintaining long-term partnerships with our supporters, 

Ms. Hina Robin and Mr. Shahzad Gill, for future hardware and branding needs. 

Recommendations for Scaling (Replication) 

• Linguistic Localization: Translating the entire app and all safety guides into Urdu, 

Pashto, Punjabi, Sindhi, and Balochi to reach rural areas. 
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• The "Franchise" Kit: Creating a "Workshop-in-a-Box" for other universities so they can 

launch their own Cyber Shield chapters easily. 

• Public-Private Partnership: Moving from informal meetings to a formal MoU with the 

FIA to integrate our app directly with their reporting system. 

Suggestions for Stakeholders 

• For Policymakers: Mandate "Cyber Hygiene" as a non-credit mandatory course in all 

Pakistani colleges. 

• For Institutions: Establish a "Digital Safety Helpdesk" on every campus to assist 

students with immediate harassment or fraud issues. 

• For Communities: Use regional languages to launch "Community Watch" programs that 

protect the elderly from banking and social media scams. 

conclusion 
Purpose: To summarize the Cyber Shield journey and reinforce the project's significance as 

a catalyst for digital safety in Pakistan. 

1. Project Recap: Problem, Action, and Impact 

• The Problem: We identified a critical gap in Pakistan’s digital landscape—rapidly 

increasing internet access without a corresponding safety net. Students across the twin 

cities were vulnerable to sophisticated hacking, financial fraud, and social media 

harassment due to a lack of basic "Cyber Hygiene." 

• The Action: The SDG Scouts took a three-pronged approach: Education (workshops in 

14 institutions), Innovation (development of the Cyber Shield App prototype), and 

Networking (engaging national agencies and local benefactors). 

• The Impact: We successfully trained 1,565 Digital Defenders, established a network 

across 19 entities, and proved a sustainable social entrepreneurship model that can 

continue to save lives for just PKR 21 per beneficiary. 

2. Overall Contribution 

Cyber Shield has contributed more than just awareness; it has provided a blueprint for 

institutional digital safety. 

• For the Youth: It replaced fear with a practical "SOS" tool, empowering students to 

report crimes rather than suffer in silence. 

• For the Economy: By preventing potential financial fraud through education, we have 

protected the digital assets of hundreds of families. 
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• For the Nation: We have bridged the gap between the public and state authorities like 

the FIA, making national security a collaborative effort between the government and the 

community. 

3. Final Reflective Statement 

"The Cyber Shield project taught us that the greatest defense against any cyber threat is an 

informed mind. As project members, we evolved from students into Social Entrepreneurs, 

learning that with professional management and technological innovation, a small team can 

impact thousands. We are proud to have built a 'Shield' that is not just a university project, 

but a growing national movement. Our journey does not end here; we will continue to break 

language barriers and technological gaps until every Pakistani can navigate the digital world 

with confidence and safety. The Shield is now active, and the future is secure." 
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